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WHAT IS ISO 28000:2007 Standard?

ISO 28000:2007 is a management system standard which has
been developed specifically for logistics companies and
organisations that manage supply chain operations. Published as
a Publicly Available Specification by the International Standards
Organisation in 2005, this was replaced in 2007 by the full
standard, ISO 28000:2007.

ISO 28000:2007 is a management system specification for the
protection of people, property, information and infrastructure; in
companies and organisations participating in local, national and
international supply chain operations.

ISO 28000:2007 is suitable for all sizes and types of organisations
that are involved in the production of goods, manufacturing,
services, storage or transportation at any stage of the products’
development or movement in the supply chain.

Supply chain security is an essential requirement for companies
involved in the international supply chain, especially those having
to comply with stronger security demands from Customs and/or
their business partners.

For organisations working within, or relying on, the logistics
industry, certification to the ISO 28000:2007 supply chain
management standard provides a valuable framework. It will help
minimise the risk of security incidents and so help provide

Providing ISO 28000 consultin;
problem-free 'just in time' delivery of goods and supplies. e i

Training and Certification facilitation
services across the world

ISO 28000:2007 Model BENEFITS OF ISO 28000:2007

Adopting the ISO 28000 has broad
strategic, organizational and operational
benefits that are realized throughout supply
chains and business practices.

Benefits include, but are not limited to:

Integrated enterprise resilience

Systematized management practices
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S}I’Etem ; Aligned terminology and conceptual
usage

Improved supply chain performance

Benchmarking against internationally
recognizable criteria

Greater compliance processes
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Key Elements of for ISO 28000:2007 —

Take a strategic decision on the security management system.

Start the process by preparing & finalizing security management policy.
Develop a procedure for threat identification and risk assessment.
Establish a process to identify threats and assess risks.

Carry out risk assessment for your organization.

define and develop procedures for identification of security controls.

Security control measures are to be implemented.
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Review and comply with legal, statutory, and regulatory requirements.

SMART Security objectives for your organization are to be defined.

. Security targets specific to the security objectives are to be defined. SN v Ton | s OIosEE

. Plan to achieve objectives and targets is to be prepared and defined.
. Roles and responsibilities for various employees specific to security.

. Appoint security management system representative

. Competence evaluation for those who influence security is to be done.
. Define security training and awareness methodology.
. conduct awareness training and security specific training and record it.
. Methodology to effectively carry out security communications.
. Create a security management system documentation structure.
. Control your organization’s security documents and data.
. Define and Implement operational security control policies.
. Establish emergency plans & procedures with respect to security mgmt
. Security performance of the organization is to be measured and tracked
. Record all the monitoring and measuring activities.
. Assessment & evaluation of plans, procedures & implemented system.
. Security incidents investigation and corrective actions.
. Control of security management records procedures.
. Perform regular audits ( internal and external).
. Continual improvement of your security management system.
Ensure effectiveness of the security management system by ensuring
PDCA approach & SMART objectives coupled with indepth risk assessment
e  Who would benefit from ISO 28000?
Companies that wish to implement and maintain a proven supply chain security management system; any

type and size of organization involved in manufacturing, services, storage and transportation related to the
production or supply chains.

e How are ISO 28000 and 1SO 9001/14001 linked?
ISO 28000 was designed to help integrate quality environmental and supply chain security management
systems within an organization. It is compatible with ISO 9001 (quality management) and ISO 14001
(environmental management). ISO 28000 is based on a plan-do-check-act management system modelled after
the proven I1SO 14001 framework. The risk-based approach outlined in ISO 14001 is similar to the one used in
ISO 28000. ISO 28000 is a risk based approach, aligned to ISO 14001 and it builds on the foundation of ISO
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9001 and ISO 14001 management systems

What does Lakshy Management Consultant Pvt. Ltd. offers for ISO 28000:2007 Certification?

We the “Lakshy Management Consultant Pvt. Ltd” are a team of highly qualified consultants and trainers having vast

industrial experience. We partner organizations across the world to implement and achieve 1S0O28000:2007
certification. Our consulting approach is highly professional, time bound and effective resulting in ease of
implementation and adds value to the business processes of the client organization. We provide ISO 28000 training,
consulting implementation and certification services in India, USA, UK, Saudi Arabia, UAE, Europe, Middle East and
African countries.

Lakshy offers comprehensive services that will help you to achieve ISO 28000 certification. We provide
assistance to

. Thoroughly review organization’s existing programs and systems (gap analysis)

. Identify risks / hazards and applicable laws and regulations

. Establish Security Management policy and objectives

. Identify documentation requirements
. Train personnel
. Implement new programs such as internal audit and management review

. Help you seek certification of the ISO 28000 standard.
In addition to consulting (online & onsite), we provide following training:

> ISO 28000 overview training

. ISO 28000 for the SME

. Developing ISO 28000 documentation & Implementation Training
. ISO 28000 internal auditor training

Contact us at info@lakshy.com to get your organization get ISO 28000:2007 certified.
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